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This article presents the development of the A.L.O.A P4wnP1 
USB-based Red Team tool using a Raspberry Pi Zero. The tool 
uses Human Interface Device (HID) attack techniques to 
simulate real-world cybersecurity threats. By integrating the 
P4wnP1 A.L.O.A framework and creating attack scripts with 
Ducky Script, it provides a simple and effective way to test 
vulnerabilities. Using social engineering, the tool is deftly 
disguised as a working PC speaker in order to remain 
undetected while carrying out attacks. Tests demonstrated 
that the tool successfully performed tasks such as disabling 
Microsoft Defender, downloading malware, and initiating 
ransomware attacks, all while remaining undetected. This 
project offers valuable insights into USB-based attacks. Future 
enhancements can focus on improving its stealth capabilities 
and adding more functions. By bridging the gap between 
cybersecurity research and useful technologies, the A.L.O.A 
P4wnP1 assists companies in fortifying their defenses against 
contemporary cyberthreats. 
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1.0 INTRODUCTION 

 
As technology advances, it has made managing and storing data easier, but it has also 

opened the door to new cybersecurity risks. One growing threat is USB-based attacks, which 
take advantage of trusted devices like keyboards and mice to compromise systems. These 
attacks can let cybercriminals inject malware or steal sensitive information, and they are 
becoming a bigger concern for businesses everywhere. P4wnP1 is an open-source framework 
designed to run on Raspberry Pi devices, enabling them to perform a variety of offensive 
security tasks such as HID-based attacks, network spoofing, and credential harvesting. A.L.O.A. 
in the context of P4wnP1 stands for "A Little Offensive Appliance". It refers to the framework's 
capability to turn a Raspberry Pi into a versatile and compact tool for offensive security 
purposes, including HID-based attacks, network spoofing, and credential harvesting. The name 
reflects the framework’s focus on providing a lightweight, yet powerful, platform for penetration 
testing and Red Team operations [1]. 
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The primary challenge lies in the limited awareness among employees regarding the risks 

associated with these attacks. Moreover, existing training programs frequently fail to adequately 
address methods for identifying or preventing such threats. Consequently, organizations remain 
susceptible to attacks that exploit human errors and vulnerabilities in system security. Improper 
use of USB devices can circumvent security protocols and cause significant harm, including 
enabling attackers to escalate privileges within a compromised system [2][3]. 

 
This project seeks to tackle these issues by developing a tool that simulates HID-based USB 

attacks, helping organizations better educate their employees and identify potential weaknesses 
in their systems. The goal is to study existing USB attack methods, create a hands-on tool for 
testing and training, and assess its effectiveness in raising awareness about these threats. 

 
The focus of this study is to create a practical tool using a Raspberry Pi Zero to simulate USB-

based attacks. The research will also explore how to design realistic training scenarios for 
employees and acknowledge the challenges, such as needing physical access to devices to run 
tests. Ultimately, this project aims to bridge the gap between theory and practice, offering 
organizations a valuable resource to strengthen their cybersecurity defenses. 

 
2.0 LITERATURE REVIEW  

 
2.1 HID Attack 
 

HID attacks have become a significant threat in cybersecurity due to their ability to exploit 
the trust operating systems place in USB devices. These devices, such as keyboards, mice, and 
USB peripherals, are commonly used in both professional and personal settings. However, when 
compromised, they can provide attackers with unauthorized access to systems and sensitive 
data. HID attacks take advantage of this trust to execute malicious actions, such as stealing data, 
installing malware, or compromising a system. Given the rise in cyberattacks using HID 
techniques, understanding these methods and the tools employed in real-world attacks is 
essential. HIDs are designed to seamlessly communicate with systems, making them attractive 
targets for cybercriminals who exploit this trust [4] [5]. 

 
2.2 Example of HID-Based Tools in Red Team Operations 
 

In Red Team operations, HID-based tools are used to simulate real-world attack scenarios to 
evaluate how well an organization’s security measures hold up against HID threats. These tools 
are employed to test systems and identify vulnerabilities that attackers could exploit. Below is a 
comparison of various HID-based tools commonly used in Red Team operations. 
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Table 1:  Comparison of HID-Based Tools in Red Team Operations 
Tool 

Name 
Attack 

Technique 
Microcontroller Key Features Typical Use Case 

Teensy Keyboard 
emulation, 

mouse 
emulation, HID 

payload 
execution 

ARM Cortex-M4 Compact, easy to 
program, supports 

advanced HID 
emulation 

Used for executing 
complex HID attacks 

like keystroke 
injection and mouse 

emulation [6] 

Rubber 
Ducky 

Keyboard 
injection 

Custom 
hardware 

Pre-programmed 
keystrokes, 

emulates a USB 
keyboard 

Commonly used for 
simple and rapid 

attacks that involve 
automated keystroke 

injection [7] 

P4wnP1 Keyboard and 
mouse 

emulation, HID 
over Wi-Fi, 

network attacks 

Raspberry Pi 
Zero 

USB device 
emulation, Wi-Fi 

capabilities, stealth 
features 

Used for more 
advanced Red Team 

exercises that require 
remote control or 

multi-stage attacks [8] 

BadUSB Malicious 
payload 
injection 

Custom firmware 
on USB devices 

Can be 
reprogrammed to 
perform various 
malicious actions 

Ideal for exploiting 
system vulnerabilities 

via USB [9] 

Bash 
Bunny 

Keystroke 
injection, 

network-based 
attacks 

ARM Cortex A7 Supports multiple 
attack types, 

includes payloads 
for diverse attacks 

Used for in-depth 
penetration testing 

and advanced attack 
simulations [10] 

Digispark Keyboard 
emulation, data 

exfiltration 

ATtiny85 
microcontroller 

Small form factor, 
programmable via 

Arduino IDE 

Used for small-scale, 
stealthy attacks, often 
in social engineering 

contexts [6] 

 
2.3 Real-World Examples of HID Attacks by Advanced Persistence Threat 

 
A well-documented case of HID misuse involves the Advanced Persistence Threat (APT) 

group FIN7 [11]. This group used USB drives disguised as harmless gifts to breach systems in 
enterprises. The USBs, once plugged into computers, would execute commands to install 
backdoors and collect sensitive data—all while avoiding detection. This sophisticated approach 
underscores how easily trust in everyday devices can be exploited [12]. 

 
2.4 Comparison Of Similar Studies 
 

A comparison of studies focusing on HID-based attacks and tools. It outlines each study's 
objectives, methods, and key findings, showcasing how researchers have explored USB 
vulnerabilities, malicious tools, and defensive strategies. The studies range from analyzing 
specific attack techniques and tools, like Rubber Ducky and Bash Bunny, to proposing 
comprehensive threat models such as the HID framework. The table also highlights the 
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development of innovative tool of HID-Based Attacks for Red Team operations, emphasizing 
advancements in both offensive and defensive cybersecurity practices. 

 
Table 2: Comparison of Similar Studies on HID-Based Attacks and Tools 

Author(s) Title Objective Methodology Key Findings 
Nissim et 
al. (2017) 

[13] 

USB-Based Attacks To explore data 
exfiltration 

through USB 
devices. 

Analyzed USB 
devices as potential 

vectors for 
unauthorized data 

transfer and 
network traffic 

interception. 

Highlighted 
vulnerabilities in 
USB devices for 
data theft and 

proposed 
mitigation 
techniques 

Singh et 
al. (2019) 

[12] 

A Comprehensive 
Study on APT 
Attacks and 

Countermeasures 
for Future Networks 

and 
Communications 

To examine APT 
attacks, focusing 

on HID 
techniques. 

Investigated the 
tactics and 

techniques of FIN7, 
a known APT group, 

in leveraging HID 
for sophisticated 

breaches. 

Demonstrated 
how HID 

vulnerabilities 
can enable 

persistent system 
compromise and 
data exfiltration 

Zhao & 
Wang 

(2019) 
[6] 

A Survey of 
Malicious HID 

Devices 

To explore HID 
devices used for 

malicious 
purposes. 

Studied 
microcontroller-

based devices like 
Teensy, Digispark, 

and Bash Bunny for 
HID exploitation. 

Identified how 
these tools can be 

adapted for 
cyberattacks, 
from simple 

keystroke 
injections to 

complex payloads 
Sabry 

(2022) 
[4] 

Threat and 
Vulnerability 
Modeling of 

Malicious Human 
Interface Devices 

To propose a 
comprehensive 
model for HID 

threats. 

Developed the HID 
Threat and 

Vulnerability 
(HIDTV) model to 

map vulnerabilities 
and their 

exploitation paths. 

Provided a 
detailed 

framework for 
predicting and 
mitigating HID-
based attacks 

Nicho & 
Sabry 

(2023) 
[9] 

Bypassing Multiple 
Security Layers 

Using Malicious USB 
Human Interface 

Device 

To analyze the 
exploitation of 

HID 
vulnerabilities. 

Investigated 
vulnerability 
exploitation 

techniques using 
HID tools for 

bypassing security 
measures. 

Emphasized the 
risk posed by 

keyboard 
emulation and 
malicious USB 

payloads in 
bypassing layered 
security systems 

 
 
3.0 METHODOLOGY 

 
The methodology for developing the USB-based Red Team tool followed the ADDIE model, 

which included analysis, design, development, implementation, and evaluation phases. The 
analysis phase focused on defining the tool's objectives and identifying the necessary features 
based on existing tools. In the design phase, the system architecture was planned, and diagrams 
were created to guide the integration of the Raspberry Pi Zero with the P4wnP1 A.L.O.A 
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framework. The development phase involved setting up the Raspberry Pi with the framework, 
writing custom attack scripts, and integrating the hardware into a PC speaker for stealth. During 
the implementation phase, the tool was tested in controlled environments to assess its 
performance in executing attacks. Finally, the evaluation phase involved assessing the tool’s 
ability to perform attacks and refining it based on feedback to ensure it met the intended 
objectives and could be used effectively in penetration testing. This structured approach helped 
ensure the tool was developed efficiently, tested thoroughly, and refined based on real-world 
feedback, resulting in a robust and stealthy tool for simulating HID-based cyberattacks. 

 
Figure 1 illustrates the key components and their interactions within the system. It shows 

how the Raspberry Pi Zero is connected to various devices and how it emulates USB peripherals, 
such as keyboards and storage devices, to execute HID-based attacks. The diagram highlights the 
flow of data between the Raspberry Pi and the target machine, detailing how the Raspberry Pi 
can trigger a sequence of attacks, including payload execution and data retrieval. It serves as a 
visual guide for understanding the tool's setup, function, and attack execution process. 

 
 

 
 

Figure: 1: Block diagram of P4wnP1 A.L.O.A using Raspberry-Pi Zero 
 
 

Figure 2 illustrates the flowchart of P4wnP1 A.L.O.A outlines the sequential steps the system 
follows to execute HID-based attacks. It begins with powering up the Raspberry Pi and 
connecting it to a network. Once the connection is established, the system configuration is 
verified. The attacker then customizes the attack script, which is executed on the target machine. 
The tool monitors the progress of the attack and evaluates the results. If the attack is successful, 
feedback is provided; if not, the system prompts the attacker to adjust the script and retry. This 
flow ensures that the attack process is structured and adaptable for different scenarios. 
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Figure 2: Flowchart of P4wnP1 A.L.O.A 

 
Figure 3 refers to the design and integration of the Raspberry Pi Zero within a regular PC 

speaker, which was a crucial aspect of the hardware development for the USB-based Red Team 
tool. This integration allowed the Raspberry Pi to carry out HID-based attacks while maintaining 
the appearance and functionality of an ordinary speaker.  

 
Figure 4 shows that the Raspberry Pi Zero was discreetly placed inside the speaker's casing, 

with the necessary modifications made to the speaker's internal circuitry. The Raspberry Pi was 
powered using a DC-DC step-up converter, ensuring that both the speaker and the Raspberry Pi 
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received the correct power supply. This configuration allowed the speaker to continue 
performing its regular function of emitting sound while the Raspberry Pi executed various 
cyberattacks such as keystroke injections, disabling security features, or launching malware.  

 
By using this social engineering technique, where the device looks like a standard office 

item, the tool was able to avoid detection during its operations. The speaker effectively acted as 
a cover for the Raspberry Pi, enabling it to perform stealthy attacks without raising suspicion, 
making it ideal for Red Team and penetration testing activities. 

 

 

 
 

Figure 3: Integration of the Raspberry Pi Zero W and DC-DC Step-Up Converter inside a PC 
Speaker. This configuration allows the speaker to function normally while concealing the 

Raspberry Pi for executing HID-based attacks. 
 

 

 
 

Figure 4: Fully Assembled PC Speaker with Embedded Raspberry Pi Zero W Running P4wnP1 
A.L.O.A Framework. 

 

4.0 CONCLUSION 
 

The conclusion highlights the success of developing the USB-based Red Team tool using the 
P4wnP1 A.L.O.A framework on a Raspberry Pi Zero. The tool effectively simulated HID-based 
attacks, such as disabling security software, downloading malicious files, and executing 
ransomware, while maintaining stealth by being integrated into a regular PC speaker. This 
integration allowed the tool to remain undetected during operations, making it a valuable asset 
for Red Team and penetration testing. Despite its success, challenges with more advanced 
security measures were identified, suggesting that continuous updates and refinements are 
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needed. Overall, the tool proved to be a versatile and efficient solution for simulating real-world 
cyberattacks. 
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